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Information about
this Replacement

Replacement The March 2009 MasterCard Expert Monitoring System User
Guide replaces your existing document.

What is in this new This document reflects changes effective with the new release of

version? MasterCard® Expert Monitoring System™ (EMS). Please refer to
the Summary of Changes for a comprehensive list of changes
reflected in this update.

Billing MasterCard will not bill principal members for the first copy of
this document — the MasterCard Expert Monitoring System license
covers all costs associated with production and distribution.







Using this Document

Purpose The MasterCard Expert Monitoring System User Guide describes the
interface of the MasterCard® Expert Monitoring System™ (EMS) and helps
users to perform the main tasks required for the proper operation of the
system.

Audience MasterCard provides this manual for the use of all personnel who work
with the MasterCard Expert Monitoring System (EMS).

Times Expressed MasterCard is a global company with locations in many time zones. The
MasterCard operations and business centers are in the United States. The
operations center is in St.Louis, Missouri, and the business center is in
Purchase, New York.

For operational purposes, MasterCard refers to time frames in this
document as either “St.Louis time” or “New York time.” Coordinated
Universal Time (UTC) is the basis for measuring time throughout the
world. You can use the following table to convert any time used in this
document into the correct time in another zone.

St.Louis, Missouri, Purchase, New York,
USA Central Time USA Eastern Time uTC

Standard time 09:00 10:00 15:00

(first Sunday in
November to second
Sunday in March?)

Daylight saving time 09:00 10:00 14:00

(second Sunday in
March to first Sunday

in November?)

Language Use The spelling of English words in this document follows the convention
used for U.S. English as defined in Merriam-Webster’s Collegiate
Dictionary. MasterCard is incorporated in the United States and
publishes in the United States. Therefore, this publication uses U.S.
English spelling and grammar rules.

An exception to the above spelling rule concerns the spelling of proper
nouns. In this case, we use the local English spelling.

1 For Central European Time, last Sunday in October to last Sunday in March.
2 For Central European Time, last Sunday in March to last Sunday in October.
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Revisions MasterCard periodically may issue revisions to this document to
accommodate enhancements and changes, or as corrections are
required. With each revision, a Summary of Changes describes how the
text changed.

MasterCard may publish revisions to this document in a MasterCard
bulletin, another MasterCard publication, or on MasterCard OnLine®. A
subsequent revision is effective as of the date indicated in that
publication or on MasterCard OnLine and has precedence over any
previous edition. In the event of a conflict between this document and
a subsequently published edition, the subsequently published edition
shall have precedence.

Organization The following table provides an overview of this document.

Chapter Description

Chapter 1, Overview This chapter provides an overview of
MasterCard® Expert Monitoring System™ and its
main functionalities. It also provides information
about the various training courses that are

available.
Chapter 2, This chapter provides a detailed description of
MasterCard Expert the MasterCard® Expert Monitoring System™
Monitoring System interface. Explanations of how to use MasterCard
Interface Expert Monitoring System are provided in
Chapters 3 to 9.
Chapter 3, EMS This chapter describes the features of EMS
Section 508 designed to make the application more

Compliance features accessible to people with disabilities.

Chapter 4, EMS Audit, This chapter describes the functionalities added
Field Encryption, Data to EMS to comply with the Payment Card
Access and Data Industry Data Security Standard.

Hierarchies

Chapter 5, Defining This chapter is designed for high-level users

and Processing Jobs  responsible for configuring input source
descriptions, rules and jobs to be processed by
MasterCard® Expert Monitoring System™.

Chapter 6, Viewing This chapter explains how to view the results
Results after MasterCard® Expert Monitoring System™ has
processed the input source data.

Chapter 7, This chapter explains how to configure and use
Investigating Cases  the case tracking and investigation functionality
of the MasterCard® Expert Monitoring System™.

Chapter 8, Profiling  This chapter explains how to configure and use
the profiling functionality of MasterCard® Expert
Monitoring System™ and how to view profiles.
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Chapter 9, Sending  This chapter explains how to configure the

Notifications notification functionality of MasterCard® Expert
Monitoring System™ to send notifications when
required.

Appendix A, This appendix provides reference information for

Reference MasterCard® Expert Monitoring System™ users.

Information

Related Information

The MasterCard Expert Monitoring System Technical Guide provides
additional information related to that found in this manual.
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Contact Us

MasterCard is

Please take a moment to provide MasterCard with your feedback about

listening... the MasterCard Expert Monitoring System User Guide.
MasterCard continually strives to improve user documents. User
feedback helps MasterCard accomplish this goal.
Please provide feedback about this document to Manuals and
Publications at publications@mastercard.com.

Support Please address your questions about MasterCard programs and services
to the Customer Operations Services team as follows.

Phone: 1-800-999-0363 or 1-636-722-6176
1-636-722-6292 (Spanish language support)

Fax: 1-636-722-7192

Telex: 434800 answerback: 434800 ITAC Ul

Address: MasterCard Worldwide
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Customer Operations Services
2200 MasterCard Boulevard
O’Fallon MO 63368-7263
USA



mailto:publications@mastercard.com

E-mail:

Contacting Your U.S.

Member Relations
Representative

Contacting Your
Regional
Representative

Canada, Caribbean, Latin America, customer_support@mastercard.com
and United States

Asia/Pacific:
Australia and New Zealand csd@mastercard.com
China, Hong Kong, and helpdesk.gc@mastercard.com
Taiwan
Southeast Asia helpdesk.singapore@mastercard.co
m
Japan/Guam opetokyo@mastercard.com
Korea korea_helpdesk@mastercard.com
Europe and South Asia/Middle css@mastercard.com
East/Africa
Spanish language support lagroup@mastercard.com
Vendor Relations, all regions vendor.program@mastercard.com

Member Relations representatives assist U.S. members with marketing
inquiries. They interpret member requests and requirements, analyze
them, and if approved, monitor their progress through the various
MasterCard departments. This does not cover support for day-to-day
operational problems, which the Customer Operations Services team
addresses.

For the name of your U.S. Member Relations representative, contact your
local Member Relations office:

1-678-459-9000 Atlanta
1-847-375-4000 Chicago
1-914-249-2000 Purchase

1-925-866-7700 San Francisco

The regional representatives work out of the regional offices. Their role
is to serve as intermediaries between the members and other
departments in MasterCard. Members can inquire and receive responses
in their own languages and during their offices’ hours of operation.

For the name of the location of the regional office serving your area, call
the Customer Operations Services team.
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Summary of Changes

MasterCard Expert Monitoring System User Guide, March 2009

Description of Change Where to Look

MasterCard® Expert Monitoring System™ has new functionality to segregate Chapter 2,

datasource data amongst users. This functionality and the pages used to  MasterCard Expert

define and use hierarchies and nodes are described. Monitoring System
Interface and
Chapter 4, EMS
Audit, Field
Encryption, Data
Access and Data

Hierarchies.
Segregation options have been added for the Datasources page, the Chapter 2,
Views page, the Investigation page, the Show records page, the Find MasterCard Expert
matches page and the Statistics page. Monitoring System
Interface
A new sub-page, Assigned nodes, has been added to the User Chapter 2,
Management page. MasterCard Expert
Monitoring System
Interface
A new setting, Default visibility for a hierarchy has been added. Chapter 2,

MasterCard Expert
Monitoring System
Interface
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Proprietary Rights

The information contained in this document is proprietary and
confidential to MasterCard International Incorporated, one or more
of its affiliated entities (collectively “MasterCard™), or both.

This material may not be duplicated, published, or disclosed, in
whole or in part, without the prior written permission of
MasterCard.

Trademarks

Trademark notices and symbols used in this document reflect the
registration status of MasterCard trademarks in the United States.
Please consult with the Customer Operations Services team or the
MasterCard Law Department for the registration status of particular
product, program, or service names outside the United States.

All third-party product and service names are trademarks or
registered trademarks of their respective owners.

Media

This document is available in PDF format on the MasterCard Expert
Monitoring System CD-ROM

Address

MasterCard Europe

198A Chaussée de Tervuren
B-1410 Waterloo

Belgium

32-(0)2-352-5353
publications@mastercard.com

Www.mastercard.com
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Chapter 1 Overview

This chapter provides an overview of MasterCard® Expert Monitoring System™ and its main
functionalities. It also provides information about the various training courses that are available.
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Introduction

As part of its commitment to help customers to control and reduce fraud
losses, MasterCard has created a suite of applications to help members to
combat fraud:

= MasterCard® Expert Monitoring System™ (EMS), which uses rules-based
technology, is a real-time web-based early fraud detection service.
Through a simple Graphical User Interface (G.U.l.), your fraud and risk
experts can easily add new rules to identify new fraud trends, thus
allowing you to keep your fraud database fully up-to-date. MasterCard
Expert Monitoring System is a Thin-Client application making deployment
easier and thereby reducing the IT resources required in managing the
solution. It can be combined with iPrevent® (see below) to create a real-
time online system with the ability to evaluate the risk associated with any
particular transaction, and to deny suspicious authorization requests.

= iPrevent is based on an artificial intelligence suite, designed and
developed over fifteen years, in different sectors of the industry (defense,
industry, banking, etc.). It uses the most advanced technologies in its field,
such as data mining, business rules, neural networks, case base reasoning,
fuzzy logic, statistics optimization suite, velocity analyzer and text mining.
iPrevent is a truly advanced product using state of the art technology.

How MasterCard Expert Monitoring System Works

EMS can be used for a variety of transaction monitoring types. Due to its
flexibility, it can process various types of business data. For purposes of fraud
detection, EMS requires transaction data (authorization and/or clearing data)
and/or master file data (cardholder or merchant demographic data). Rules are
used to extract the required information from this data.

EMS performs two very important functions. Firstly, it provides a real-time,
offline, platform that can be tailored for customer specific needs and fraud
strategies. In addition it provides a user interface designed to address the
needs of our customers. The user interface allows customers to profile
behavior patterns, datamine and confine accounts at risk, manage fraud case
workflow and communicate with customers using SMS and/or e-mail.

EMS can be combined with iPrevent software which will provide a real-time
online scoring platform that allows for customized scoring modeling and can
interact with the authorization response. This combined solution provides
true Fraud Prevention by endowing the Fraud Manager with the ability to
refer or stop suspicious transactions.

EMS Database

EMS loads all data into the EMS database. This feature allows the user the
capability to perform comprehensive datamining, benchmarking of rules and
behavior patterning.
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Features of EMS

EMS is a flexible and scalable transaction monitoring solution. It provides the
user with the option of deploying it as a rules-based system in a real-time or
batch mode.

The complete solution hosts the following features:
< Real-time per transaction monitoring
= Multiple Rule and Profile fraud detection

= Automated SMS sending and a SMS reply function, fully integrated into
the fraud alerts case management suite

= Fully customizeable user screens which can be tailored to your individual
analysts requests

= Data enhancement with the ability to create user defined fields, or
computation on existing fields, and add them to the transactional record

Support of Multiple Operating Systems

EMS is a web-based application using standard web browsers to connect to
the application which can be Windows or UNIX based.

EMS can function on the following platforms:
< Microsoft Windows 2000

« Microsoft Windows 2003

= Microsoft Windows XP

e HP-UX 11

e Sun Solaris 10

< |IBM AIX 5.3

EMS supports the following web browsers:
« Mozilla Firefox 2.0
< Internet Explorer 6.0

However, MasterCard recommends that you use Mozilla Firefox 2.0, as it
provides better performance than Internet Explorer 6.0.

The client-server configuration includes a ‘server’ and a number of ‘clients’.
The EMS machines connected into a local area network (LAN) can be Unix
or Windows based — they do not all have to use the same operating system.

Support of Multiple Input Formats

EMS can process data from different input formats, with any field in any order.
You can use data coming from many sources (such as authorization, clearing,
chargebacks and MIS systems), allowing you to achieve the most efficient
levels of fraud detection. You can load data into EMS from a fixed-length file,
a Microsoft Excel file, a comma separated value (CSV) or from an existing
Oracle or Microsoft SQL Server database.
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Powerful Rule Options

As a user, you define the ‘rules’ that EMS will apply when processing the
input files. EMS will identify all transactions that correspond to the rule.

You can apply each rule individually, or you can combine two or more rules
together in order to refine the type of fraud you want to identify. This will
allow you to save time, and will help your analysts to identify fraud more
effectively.

For example, you may want to identify high-value transactions coming from
outside Europe at high-risk merchant categories (identified by their merchant
category code) such as jewelry, hi-fi and household appliance stores.

In this example, three rules, ‘outside Europe’, ‘high-risk MCC’, and ‘high
amount’, would be applied together. When processing data, EMS will identify
all transactions that meet the criteria of the combined rules.

Ability to Run Multiple Jobs

An EMS job is a classification environment containing:
= Input data (‘what’ to classify)
< Rules (‘how’ to classify)

It is possible to import data from a database using the database extraction
functionality, from a data file by using a file description to specify the format
of that data file or from a Microsoft Excel file using the Excel file description.

You can define as many jobs as you require. For example, you may wish to
create one job to analyze your authorization data and another to analyze your
clearing data.

Support of Manual or Scheduled Jobs

You can start a job manually via the EMS interface, or you can schedule it to
run at a given date and time through the operating system’s scheduler
function.

Easy ldentification of Fraud

Once it has finished processing, EMS generates reports that show the results
of each job.

For example, when EMS has processed data to monitor the ‘outside Europe’,
‘high-risk MCC’, and ‘high amount’ rules described earlier, it will produce a
report showing how many transactions matched the criteria.

You can analyze any matching transactions in more detail using the Job
Analysis pages.
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Bad Transactions List

When EMS is loading the input data from files, it will reject all transactions
that do not exactly meet the requirements of the file description. The user
can specify a tolerance percentage, so that when the number of bad
transactions exceeds the tolerance threshold, EMS will stop processing the
input file.

EMS will generate a list of all ‘bad transactions’. The user can correct the
rejected transactions and input them into EMS again. It is important to reenter
only the corrected transactions, and not the whole input file, to avoid
incorrect or duplicated results (such as an excessive number of matching
transactions).

Support of Multiple Transaction Datasources

With EMS, you can have multiple datasources associated with the same job.

Tracking Cases

With the case tracking functionality in EMS, it is possible to:
< Create cases with default values assigned automatically.
= Add new cases identified by other sources.

= Investigate cases.

< Provide investigation results.

During the classification process, EMS identifies all transactions that match
one or more rules. Transactions are placed into cases in work queues and
made available to analysts for investigation.

Profiling

EMS allows you to automatically categorize behavior patterns for specific
entities. An entity may be any field from inside the database or a group of
combined results, such as a merchant, an account holder, a BIN range, a
supplier, a dealer, an employee, a geographical location, a Point of Sale entry
mode, a specific type of transactions, etc. The EMS profiling functionality
helps to detect behavior patterns outside of an expected customers behavior
pattern (for example, an account has been grouped in the " Inactive Account”
category due to the past transaction volume and velocity, but is suddenly
transferring funds to countries in more than three different continents).
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Storage

Imagine a bank with 10 million accounts producing about 33 million
transactions each of 800 bytes, per month. Within five years, the storage of
all these transactions would require about 1,600 Gigabytes. The EMS profiling
functionality allows you to deal with this amount of data on an ordinary
workstation because it has the ability to collect and build profiles based on
daily transactions. The profile data is an aggregated data set, and is stored in
a separate table. Once profiled, the transaction data used is no longer
required. The profiles can be stored and archived over a period of years. Thus
you have the added functionality of keeping historic data over long periods
of time without the need to keep large amounts of transactional data in the
database.

Profiles and Time

Profiles can be compared over specific periods of time, e.g. how does my
current account profile compare to the account profile this time last year?
Deviations in profiles can be automatically monitored and highlighted, once
an individual threshold has been reached.

Profiles can be aggregated for many time scales: seconds, minutes, hours,
days, weeks, months, years, decades, centuries, millennia and eternity. Profile
updates can be scheduled according to the business needs, allowing for
optimal use of available resources.

A profile can contain a number of profile values, for example, an account
profile may contain profile elements such as:

= Top n beneficial entities or accounts for transfers out of the account while
keeping both transaction count and volume

= Top n countries involved in transactions with an account based on count
or volume

= Number of distinct accounts from which deposits were received

= Total amount volume per account which could be specified for incoming
or outgoing funds, or for both

< Total number of transactions per account which could be specified for
incoming or outgoing funds, or for both

Another profile targeted at countries may contain the following elements:
< Number of transactions with country as beneficiary

= Number of transactions with country as sender

< Top n accounts or customers receiving money from country

= Top n accounts or customers sending money to country

< Total volume of business related to country

= Total number of transactions related to country

1-5
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Using the country profile allows the user to monitor high risk countries
instead of being limited to monitoring account behavior only. For example,
in a money laundering environment, this profile feature allows the
Compliance Officer to monitor Non-Cooperative Countries and Territories
(NCCTs) individually for any deviations in the transaction profile between the
financial institution and the country.

Apart from using the profiles to identify and track deviations, the profiles can
also be accessed and viewed by investigators and analysts. This feature will
enhance the investigator or analyst's understanding of the entity's behavior.
When reviewing a customer account, the analyst can view the profile in a
separate window displaying all the values, as well as a graphical display
reflecting changes in one or more of the profile elements to assist them in
their fraud detection or anti-money laundering decisions.

PCI Compliance

1-6

The PCI Data Security Standard is applicable to systems that store, process or
transmit cardholder data. The Standard applies to all system components.

There are 12 PCI Compliance requirements relating to the following
categories:

= Security of the network

= Protection of cardholder data
< Vulnerability management

= Access control

= Monitoring of networks

< |Information security policies

With regard to specific software solutions such as EMS, MasterCard reminds
customers that software in itself cannot bring about a PCI compliant
environment. Software products are only individual components in a
company'’s information management system. It is, therefore, not possible for
a single software program to be PCI compliant but rather, the total
information management system of a company.

EMS has the possibility to process financial transactions and is regarded as a
system component with regard to the PCI Standards. Depending on the
application and use of the solution, the impact of the PCI Standard on the
control and use of the applications will vary.

Therefore, EMS has features which provide the user with options to meet PCI
Standards in as far as the application is concerned.

EMS has a detailed Audit functionality. Audit can be parameterized such that
the user can choose what action types to audit. The audit logs can then be
reviewed and monitored in a separate job.

In addition, sensitive data, such as the PAN, can be encrypted in the database,
but it can also be encrypted when being imported to EMS or exported from
EMS.
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Access to data can be closely managed, and an administrator can define what
datasource fields an analyst can see. Access to specific records or groups of
records can also be controlled by defining datasource filters, for example, on
BIN ranges.

Training

MasterCard offers a wide range of training options.

EMS Training

MasterCard provides you with a comprehensive user-training course on EMS.
The cost of the course is included in the EMS implementation fee.

During this training session you will receive instruction on your live EMS
production system. This training includes the implementation of the rules that
comply with the mandatory MasterCard and Visa minimum monitor
requirements.

Other Training

The Academy offers high quality professional training on a wide range of
subjects.

It is particularly active in the area of fraud and risk, and the following courses
are available:

= A one-day course on the Business of Fraud Detection, which provides an
in-depth look at the principles of fraud detection, and how to minimize
the financial loss due to payment card fraud. Various key aspects are
discussed in a workshop environment focused on sharing best practices.

= A two-day course (Fraud & Risk Management) which explains the risks
involved in the card business and sets out all the different MasterCard
fraud types as well as the protective measures that can be taken to combat
them. The MasterCard fraud management toolbox comprising services
such as SAFE, the electronic warning bulletin, MC Alerts, etc. is described
and issuer and acquirer fraud control systems are discussed. Participants
will gain an understanding of the criminal modus operandi and will see
how to initiate and support police investigations into criminal activity.

« Atwo-day graduate program (Fraud & Risk Management Graduate) which
provides an advanced assessment in the Risk Management procedure. It
examines the points of vulnerability for issuers and acquirers and
showcases best practices in the Risk Management area. Participants must
have a basic knowledge of the Risk Management program, tools, rules
and regulations to attend this course as it will use this knowledge to build
a coherent Fraud and Risk Management structure. This course also
includes Fraud and Risk Management for issuing and acquiring and
provides the opportunity to share and discuss best practices.

= A one-day course (ATM & POS Risk Management) which provides
participants with an understanding of how fraudsters operate at the ATM
and POS terminal level and explores the various technical and procedural
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measures to combat them. The course also identifies the rules, legal and
dispute resolution environments surrounding fraudulent transactions at
the ATM and POS.

Contact MasterCard Europe Risk Solutions (risksolutions@mastercard.com)
for customized post-implementation EMS training. The Risk Solutions
department also offers consultancy services on running an effective fraud
detection operation.

Contact the Academy (academy@mastercard.com) about other training
courses.
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Chapter 2 MasterCard Expert Monitoring System
Interface

This chapter provides a detailed description of the MasterCard® Expert Monitoring System™
interface. Explanations of how to use MasterCard Expert Monitoring System are provided in
Chapters 3 to 9.
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MasterCard Expert Monitoring System Home Page

When you log in to the MasterCard® Expert Monitoring System™ (EMS), the
Home page appears. The Home page contains messages posted by any user
with editing rights for the Home page.

These messages can be:

= Messages posted by an appropriate user to be viewed by all users. Every
user that logs in to the system will view the messages (news).

= Messages posted by an appropriate user to be viewed only by you. No
user other than you will see messages posted for you (reminders).

A list of useful links is available on the right-hand side of the page.

Figure 2.1—MasterCard Expert Monitoring System Home page

MasterCard.

MasterCard Expert Monitoring System.

Wiorldwide

sHome Job analysis Job control Job definition Configuration Administration

Welcome to MasterCard® Expert Monitoring System™ octerong

Getting started
News

Barry Moore 15/oc/02 0220
Systermn upgrade takes place 01 January 2009, All users must log off by 21 december 2008

Reminders

Barry Moore 15/ C0cf08 02145
Lag off far upgrade by midnight 31 December 2008
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Common Components of the Interface

Figure 2.2—Components of the EMS interface

1
o MasterCard. X T X XU
. .
User: Killian O'Brien
— Expert Monitoring System. eri Killan O'erien @
Worldwide Joh: Acquiring monitaring @
| Home =Job analysis Job control Job definition Configuration Administration |
selectaview
s
uViews Views (10 rows, page 10of 1)
Find rnatches
Show recards AATE AATYE AATE
Investigation Row  Select View Description Datasource
Statistics 1 k| Auth futharis ation
Archive record finder 2 3 Clearing Clearing
Archive record viewar 3 b cHP T Autharisation
Archive details viewer 4 3 Merchant All Cases Merchant ronitaring cases
€260 FERER 5 ] Merchant Closed Cases Merchant rmonitoring cases
6 | Mardiant matehing Rule CHP Frau T—
Auth 7 b Merchant Standby Cases Marchant menitaring cases
Clearing EI 3 Merchants matching Rule Increasdd number of trx with 200% Merchant Prafile
CHP Trxs
L] 3 Cutbox Cuthox
Merchant all Cases
10 ’ PAM rnatching Rule Sarne PAR Sarhe MCC Authorization
Merchant Closed Gases
Marchant rmatching Rule
NP Fraud
Merchant Standby Cases
Marchants matching Rule
Increased number of trx with
200%
Outbaox
PAN matching Rula Same
PAn Same MCG
Navigation tree: Navigation bar Main Content Area:
appearance depends displays links to the displays the currently
on option selected in core controls of the selected page
Mavigation bar application

With the exception of the Home page, all pages of the EMS interface have a
similar appearance, with the screen divided into the following components:

= Navigation bar at the top of the screen. Controls access to the core
components of the system:

— Administration
— Configuration
— Job Definition
— Job Control

— Job Analysis
See Figure 2.2.

= Navigation tree on the left-hand side of the screen. This contains links
to all the pages associated with the core component currently selected in
the Navigation bar.

= Main content area the main central area of the screen. This contains the
currently selected page.

= Toolbar in the top right-hand corner of the screen. Contains buttons for
the following:
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Figure 2.3—Toolbar, User and Job information

Switches to Accessible mode

Opens the About page

Logs current user
out of the system

Shows current user Opens the Personal settings page

Shows currently Job: Acquiring mbnitering @ Opens the Job List page

selected job

Opens Help for
current page

Opens print-friendly version of current page

Opens Messaging page

Table 2.1—Toolbar

Button Function

@ Switches the application to accessible mode.

@ Switches the application to non-accessible mode.

@ Opens the Post a message page allowing a user with the appropriate

rights to post a message, either for one individual user, or a general
message visible to all users.

= To add a reminder, click the Envelope button in the Toolbar. When
the Post a new reminder page appears, select the user for whom
the reminder is intended in the Remind drop-down list and add the
date and time at which you wish the reminder to be triggered. Add
the text of the message in Message field. Click the Post reminder
button.

* Toadd a news item, click the Envelope button in the Toolbar. When
the Post a new reminder page appears, click News in the Navigation
tree. Add the text of the required news item in News text field.
Select a publish date in the Publish at field and an expiration date
in the Expires on field. Click the Create button.

Opens a printer-friendly version of the current page, allowing the user
to print the page.

Opens the Help topic associated with the active page of the
application.

Opens the About MasterCard Expert Monitoring System page which
provides information about the application.

Logs current user out of the system.

e @ 0 06

<

Opens the Personal settings page.

L

Opens the Job list page.

= User and Job information in the top right-hand corner of the screen.
Displays the names of the current user and the current job. The first time
you log in, the Job information displays the message “No job selected”.
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Viewing Mode and Editing Mode

Each user of the system is assigned one or more roles. Each role has rights
assigned to it, for example, to view or modify a page. Therefore, the user has
the rights associated with the role to which he is assigned.

Figure 2.4—Editing mode

MasterCard.

MasterCard
Worldwide

Home Job analysis

Joh control

Expert Monitoring System.

Job: Acquiring ronitoring @

Joh definition

Configuration

Killian O'Brien @

s Administration

Administration h 4

= User management
Default settings
Password authenticatar
Roles
Display formats
Seszion contral

Downloads

User management Y

Uszer 17
Gary Lee

Killian O'Brien

Select a user

List of User management (2 rows, page 1 of 1)

L s
Row Select Mame
1 | Useri7

2 » Gary Lee

Killian
> O'Brien

Click the Edit button to switch to Editing maode.

A4 T

Descripton

Administratar, Analyst, Rule Writer,
Technical Support, Technician

Technician, Adrninistrator, Analyst, Rule
wiritar, Technical Support

Entity list: Click the entity you want to edit or the
Selecticon to its left.

L A
Roles

If a user has editing rights for a page, the Edit icon is displayed in the top
left-hand corner of the current page (see Figure 2.4). Clicking the Edit icon
opens a Create page allowing you to create a new entity (see Figure 2.5).
Clicking an entity in the entity list opens the entity allowing you to modify it.
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Figure 2.5—Creating a new entity

MasterCard. ] ] LOOPOO
Expert Mon"tor’ng System User: Kilian O'Brien @

Job: Acquiring monitoring @

MasterCard
Wiorldwide

Administration
Create a new user

Administration b 4

u User management User name: |
Default settings
Paszszwaord authenticator Select a uder
Raoles
Lisplay formats List of User mpnagement (3 rows, page 1of 1)
Session contral
Downloads AhTH AhYH EF RS
R e - roles
ser managemen
1 b User 17 Adrministratar
Uszer 17
2 ) Gary Lee Admin_istrator, Analyst, RII.I|.E Writer,
Gary Lee Technical Suppart, Technician
Killian ©'Brien 3 p Killian Technician, Adrinistrator, Analyst, Rule
O'Brien Witer, Technical Support

Type an entity name. .

...1hen click the Create button.
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If a user does not have editing rights for a page, the Edit icon does not appear.

When working in Edit mode, the contents of the Navigation bar are replaced
by the core component currently in edit.

The following icons are displayed:

Table 2.2—Icons

Item

Description

Edit

Switches the application from View to Edit mode.

Save Changes

Saves submitted changes. If the user clicks the Save icon,
the application returns to Viewing mode.

Review Changes

Displays a list of submitted changes.

Cancel Changes

Cancels submitted changes. If the user clicks the Cancel
icon the application returns to Viewing mode.

Return to list page

Only available when displaying a detailed form. Clicking
the Return button displays the list of items currently
edited.

Validate

Validates the currently displayed configuration item. The
validation results appear at the top of the work area.
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Filtering Principles

The EMS interface has a filtering functionality. It allows the user to filter lists
of configuration items by attaching tags to the items. These tags can then be
used as filtering criteria.

DEFINITION

A Tag is a label that allows the user to categorize configuration and job definition elements.

There are two kinds of tags:

= Standard tags: saved in the Tags field, they can be defined
simultaneously with the configuration item by the creator of the item,
though this is not mandatory. Standard tags are visible to all users who
have access to the configuration item, modifiable by all users who have
editing rights on the configuration item, and are saved when an item is
edited.

= Personal tags: saved in the My tags field, they are defined by a specific
user who needs regular access to the configuration item. Personal tags are
always modifiable and are specific for each user.

Any list or drop-down box where the Filter symbol is displayed, is filterable
by clicking the Filter symbol and adding one or more tags. The user can thus
filter large lists of configuration items in tables, in the Navigation tree or in
drop-down lists.

The Filter box helps the user by suggesting existing tag names similar to the
text the user is entering in the Filter field. Several tags can be entered in the
Filter field, separated by commas (see Figure 2.6).

Figure 2.6—Filter box

List of Default settings (12 rows, page 1 of 2]

(53 b
I e s Aavr
o e Hame DescHpbdon
acquiring
action buth table
auth

Bsource vizsible colurnns

choosze
colurmns —
canfig —
count OE per
datasource
default j viewing period
L 3 Desc filas
7 2 Display format
& b Display rec count
9 b Matches per page
10 b Max retrieved

The resulting list displays all items for which all the tags entered appear in
the Tags field, the My Tags field, the Name field, or a combination of all
three.
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Tags are case insensitive.

Attach a Tag to a Configuration Item

To attach a tag to a configuration item, proceed as follows:
1. Open the configuration item.
2. If you are not already in Edit mode, click the Edit button.

3. Enter a tag in the Tags field and/or the My tags field.
Figure 2.7—Adding tags

Views
Marme: IA"'H-'
Tags: IAuthc\rizatic\n
My tags: Iﬁ\.uthorize

4. Click the Submit this page button.
5. Click the Save button.

NOTE

To edit the Tags field you must be in Edit mode, but Edit mode is not necessary to edit the My
tags field. If you edit the My tags field while in View mode, you must click the Submit tags button.

Filter a Configuration Item List

To filter a configuration item list, proceed as follows:

1. Open a configuration item list containing an item to which you have
added a standard or personal tag. The view used in the example above
is visible in the Job analysis | Views page.

2. Click the Filter button above the configuration item list. The Filter drop-
down menu appears.

Figure 2.8—Filtering a list

Views (10 rows, page 1 of 1)

suthatiza tion |

3. Select your tag from the list and press enter, or double click it.
NOTE

If the list of tags is long, you can start typing the first few letters of your
tag in the filter field. The more letters you type, the fewer entries in the
list. In our example, if you type “auth” the only entries left in the list will
be “auth”, “Authorization” and “Authorize”. Then, select your tag from the
list and press enter, or double click it

The list will be filtered according to your filter criteria.
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Deactivate a Filter on a Configuration Item List

To deactivate a filter on a configuration item list, proceed as follows:

1. Click the Filter button above a configuration item list that you have
filtered. The Filter drop-down menu appears.

Figure 2.9—Deactivating a filter

2. Select the empty list item at the top of the Filter drop-down menu and
press enter, or double click it.

You will see all items in the list.

Administration of MasterCard Expert Monitoring System

2-8

The Administration page provides access to the configuration of system-
wide administrative features. The Navigation tree contains links to each of
these features.

The Administration page can only be viewed by users that have the “View
administration” rights defined for their assigned roles, and can only be edited
by users that have the “Edit administration” rights defined for their assigned
roles.

Figure 2.10—Administration main page

Select a user
List of User management (6 rows, page 1of 1)

AhTHr ALY AhTHr
Row Select Name  Description Roles

T T SR Y
L L

User Management Page
Users have Roles that give them certain Rights or Permissions.

The User management page allows an administrator to define users. It
contains the common information about a user.

At the top of the page, there are links to sub-pages for the following
associated features:

= Roles Define here which roles are assigned to a user.
= Password Use this page to reset the password of a user.
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= User settings Define specific settings for a user.
Figure 2.11—User management page

User management

Marme:
Tags:
My tags:

Drescription:

Login:

D Expirez on

Date/time:

Revoked

Reason:

Craatad at:

Barry Moore

[ sessions number

Maxirmurn number of sessions:

User has just been created

Submit this page
Author: Killian O'Brien
2008-09-05 15:45:05
Modified at: 2002-09-05 15:47:032

The interface items on this page are as follows:

Item Description

Name Name of the user, as displayed in the author field of other
configuration items (e.g. John Smith).

Tags Freetext used to categorize the defined element. The tag is defined
simultaneously with the configuration item and saved when the
Save button is clicked. For more information, refer to the section
“Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is always
editable and specific for each user. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

Description Freetext description of the user (optional).

Login Login of the user. When using password authentication, this is the

login to use in the Login page. When using RSA SecurlD®
authentication, it is the login declared on the RSA server.

Sessions number

Title of a field set. If this option is selected, the fields of the field
set are enabled.

Maximum number
of sessions

Part of the “Sessions number” field set. The user cannot open more
than the specified number of sessions. Sessions are normally
released when logging out. If the user does not log out, the session
is closed after a timeout defined on the Configuration|Parameters
page. The Session control page allows administrators to interrupt
sessions.
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Item

Description

Expires on

Title of a field set. If this option is selected, the fields of the field
set are enabled.

Date/time

Part of the “Expires on” field set. The user cannot connect to the
application after the specified date.

Revoked

Title of a field set. If this option is selected, the fields of the field
set are enabled.

Reason

Part of the “Revoked” field set. If the Revoked option is selected,
the user cannot connect to the application. It must be disabled to
allow the user to re-connect. This freetext field allows the
administrator to specify the reason for the revocation.

Assign Roles Page

The Roles sub-page of the User management page allows an administrator
to assign specific roles to a user.

Figure 2.12—Assign roles page

Assign roles

Rowr

List of Roles (5 rows, page 1 of 1)

AiATH AhTHr A4 TH >
Role Description Assigned Action
1 Administrator v
2 Analyst v
3 Rule Writer
4 Technical Support
3 Technician v

The interface items on this page are as follows:

Item

Description

Row

Number of the row.

Role

Name of the role displayed in the row.

Description

Description of the role as defined in the Roles page (optional).

Assigned

Indicates whether or not the user has the role assigned.

Action

The user can toggle the status of the role for the user.

Password Page

The Password sub-page of the User management page allows an
administrator to reset any user password.

2-10
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Figure 2.13—Password page

Password

Password: |

Retype password:

Submit this page

The interface items on this page are as follows:

Item Description

Password Enter the new password.

Retype password  Re-enter the new password. If the password is valid the administrator
is informed that the password has been changed.

User Settings Page

The User settings sub-page of the User management page allows an
administrator to define or reset any user setting. It overrides any existing
default setting (for more information on default settings, refer to the section
“Default Settings Page”, later in this chapter). It can be replaced by the user
himself with a personal setting if the administrator allows it.

Figure 2.14—User settings page

User settings

Mare: BM O
Tags: BM O
My tags: BM O

Crescription:

Settings for Barrv Moore

Setting: | Language w

Language: Ernglish % b

Take personal settings inte account

[ Subrnit this page ]

Authar: Killian O'Brien
Created at: 2002-09-03 16:16:55
Modified at: 2008-0%-03 16:16:55

The interface items on this page are as follows:
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Item Description
Name Name of the user setting.
Tags Freetext used to categorize the defined element. The tag is

defined simultaneously with the configuration item and saved
when the Save button is clicked. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is
always editable and specific for each user. For more information,
refer to the section “Filtering Principles” earlier in this chapter.

Description Description of the user setting (optional).

Setting Title of a field set. If this option is selected, the fields of the field
set are enabled. Type of setting defined by this setting.

Miscellaneous Depending on the selected setting type, additional fields are
available.

Take personal settings When selected, this option allows the user to replace the setting
into account by a personal setting.

Assigned Nodes Page

The Assigned nodes sub-page of the User management page displays the
nodes assigned to a user, and their visibility. The page is read-only. Selecting
a Node in the table leads to the definition of the node. Nodes are defined in
the Hierarchies | Nodes page.

Figure 2.15—Assigned nodes page

Job: <Mo job selected> &

Administration

User management || Roles || Password || Uzer settings | | ® Assigned nodes

Assigned nodes

List of Assigned nodes (1 rows, page 1 of 1)
44 ¥FH oA kY A4 T¥FH oA Ye

Row Select Hierarchy name Node name Node ID Node wvisibility
1 3 Departrent A Hierarchy Sales 10,0 Maode

Hierarchies Page

The Hierarchies page allows an administrator to define hierarchies. It allows
the user to define general information about a hierarchy. Its sub-pages, the
Nodes page and the Upload page, allow the user to define additional
features. In EMS, a hierarchy is a tree structure of nodes. Hierarchies are used
to define how data is segregated amongst users.
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Each hierarchy node has a segregation ID and a list of assigned users.
Datasources can be associated with a particular hierarchy. The segregated
datasource must therefore have a field containing these segregation IDs. Each
user that belongs to a segregated hierarchy is granted access to its current
node and/or its sub-nodes. The analysis tools in EMS will take this
information into account when displaying datasource data.

Hierarchies, nodes and node users are defined in the Hierarchies page. The
definition of which hierarchy is used to filter which datasource, and which
datasource field is used as a segregating field, is done in the Datasources
page.

Figure 2.16—Hierarchies page

Hierarchies

Marne: IDepartmentA Hierarchy|

Tags: I

My tags: I

Cescription:

Key: Hierarchy-A_GU

Upload options

Source description: IHierachy description ;I Y
Mode ID field: [oept 1o =]
Mode name field: I Dept Mame ;I Y
Parent node 10 field: I Parent Dept ID ;I A
Root node parent value: IROOT

r Mode description

Mode description field: I__ Select 2 field - ;I Y

F Uzer

User login field: I Dept User Login ;I Y

Iﬁ. v
Current node access: | Fixed -

T Accessible

Sub-nodes access: IFixed vI Y

M Accessible

I- Keaep existing user assignments

Maximum number of uploaded nodes: 100

Input falder:

Subrnit thiz page I

Author: Killian &'Brien

Iinputdatafhierarchy
Created at: 2009-01-28 09:25:12

Maodified at: 2009-01-28 10:00:38
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Item Description

Name Name of the hierarchy.

Tags Freetext used to categorize the defined element. The tag is
defined simultaneously with the configuration item and saved
when the Save button is clicked. For more information, refer
to the section “Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is
always editable and specific for each user. For more
information, refer to the section “Filtering Principles” earlier in
this chapter.

Description Description of the hierarchy (optional).

Key Identifier key of the hierarchy. Read-only information that can

be used as a parameter of the "loadHierarchy" Shell command.
For more information, refer to the MasterCard Expert
Monitoring System Technical Guide.

Upload options

Source description

Title of a field set. Source description of the records that must
be used during the upload of the nodes of the hierarchy.

Node ID field

Part of the "Source description” field set. Text field from which
to read the node ID during the upload of the nodes.

Node name field

Part of the "Source description"” field set. Text field from which
to read the node name during the upload of the nodes.

Parent node ID field

Part of the "Source description” field set. Text field from which
to read the node parent ID during the upload of the nodes.

Root node parent value

Part of the "Source description” field set. A freetext field which
allows the administrator to specify the parent node ID field
value that represents the hierarchy's root node.

Node description

Title of a field sub-set. Part of the "Source description” field
set. If this option is selected, the fields of the field set are
enabled. The field enables the loading of the node description
during the upload of the nodes.

Node description field

Part of the "Node description" field set. Text field from which
to read the node description during the upload of the nodes.

User

Title of a field sub-set. Part of the "Source description” field
set. If this option is selected, the fields of the field set are
enabled. The field enables the loading of the node's assigned
users during the upload of the nodes.

User login field

Part of the "User" field sub-set. Text field from which to read
the EMS user login during the upload of the nodes.

Current node access

Title of a field sub-set. Part of the "User" field set. Select one
of the available type of access uploads. Two types of access
uploads exist: Fixed and Uploaded. According to the selected
type of access upload, new fields will be displayed in the field
set. This field defines the access for the current node of the
nodes that will be uploaded. For more information see the
section below “Types of Access Upload”.
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Item

Description

Sub-nodes access

Title of a field sub-set. Part of the "User" field sub-set. Select
one of the available type of access uploads. There are two
types of access upload: Fixed and Uploaded. According to the
selected type of access upload new fields will be displayed in
the field set. This field defines the access for the sub-nodes
node of the nodes that will be uploaded. For more information
see the section below “Types of Access Upload”.

Keep existing user
assignments

Part of the "Source description” field set. If this option is
selected, the uploaded nodes that have the same IDs as
existing nodes will be assigned the existing node's user
accesses.

Maximum number of
uploaded nodes

Part of the "Source description” field set. A number that limits
the maximum number of uploaded nodes. If this number is
exceeded during the upload, the upload will fail and no node
will be uploaded.

Input folder

Part of the "Source description” field set. It only appears for
file-based source descriptions. A freetext field that defines the
folder from which to read the file during the upload of the
nodes.

Type of Access Upload

There are two types of access upload, Fixed and Uploaded

Fixed

Assigns the same access for all uploaded nodes. This type of access upload
is configured by the following field:

Item Description

Accessible If this option is selected, the access will be given to all
uploaded node's user assignments. Otherwise the access will
not be given to any of the uploaded nodes.

Uploaded

Assigns the access to uploaded nodes from a field of the source description.
This type of access upload is configured by the following fields:

Item

Description

Granted access field

Text field from which to read the granted access during the
upload of the node.

Granted access value

A freetext field allows the administrator to specify the granted
access field value that represents the granted state. Other
values are uploaded as non-granted.
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For information on how to create hierarchies and nodes, attach nodes to other
nodes, browse existing nodes and assign user access to hodes, see the section
“Data Hierarchies” in Chapter 4.

Select a Node in Hierarchy Page

If the user clicks the Nodes link while in the Hierarchy page, the Select a
node in hierarchy page is displayed which contains the List of nodes table.

Figure 2.17—Select a node in hierarchy page

Select a node in hierarchy

Shaow only nodes frarm: | <R oot of Department & Hierarchos LI YV with a depth of: |3 vI " Refrazh I

List of Nodes (10 rows, page 1of 1)
el b

A [Ew A [Ew - [E - - [E > - >
Row Select Name Description Segregation ID Users Action

=<Foot of Giwes access to all the data

1 3 Departrnent A segregated on Department A Maone [ ]
Hierarchy> Hierarchy

2 P | sales 10,0 Lo il -]
— Craral

3 2 Sales Europe 101 Admin User =)

4 | sales Finland 10.1.2 Mone =)

5 2 Salez France 10.1.1 Charlie =)

Srith

The List of nodes table has the following features:

= Column headers have a Render column hierarchically button, which
activates the hierarchical display of the column.

« The data of the hierarchically displayed column are preceded by images
that represent the depth.

e The Action column contains:

— A Drill button that replaces the top node of the table by the node of
the row.

— A Delete button that detaches the node from its parent and deletes
the node completely if the node was attached to its last parent. A
confirmation is requested before the deletion.

< Download buttons:

— A Download button that downloads the hierarchy of nodes into a CSV
file with the currently specified top-node and depth.

— A Download all button that downloads the hierarchy of nodes into a
CSV file from the Root node on an unlimited depth.

Sub-nodes of a node are listed only on the first occurrence of the node.

For information on how to create hierarchies and nodes, attach nodes to other
nodes, browse existing nodes and assign user access to hodes, see the section
“Data Hierarchies” in Chapter 4.

Nodes Page

If a user selects a node in the List of nodes table, the Nodes page for that
node is displayed.
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Figure 2.18—Nodes page
Nodes

Marne: ISaIes

Tags: I

My tags: I

Crescription:

Segregation ID: 10,0
Parent nodes: <Root of Departrnent A Hierarchy=
Sub-nodes: Sales Europe
Subrnit this page I
Author: Killian &'Brien
Created at: 2009-01-22 10:00:40
Maodified at: 2009-01-22 10:00:40

MNode users

Set visibility: I Mode ;I Y to user: I-- Select a user -- vl Y il

List of Users

Rowr User login User name Node visibility Action
1 =2020 Eva Adams Hode and sub-nodes x
2| Killian ©'Brien Mode and sub-nodes x

The Nodes page allows an administrator to define the nodes of a hierarchy
A node is a position in a hierarchy tree structure. Nodes have segregation IDs
that are used to control the access to data contained in datasources. Users are
given access to the node's data. The root node of a hierarchy tree structure
is a pre-defined node of the hierarchy. It may not be attached as sub-node
of another node. Users that are given access to the Root node obtain a non-
segregated access to the data of the whole hierarchy.

NOTE

Users can only be granted access to the root node through the web interface. Uploaded files may
not have users attached to the root node.

The Nodes page contains the general information about a node and the list
of assigned users. The interface items on this page are as follows:

Item Description
Name Name of the node.
Tags Freetext used to categorize the defined element. The tag is

defined simultaneously with the configuration item and saved
when the Save button is clicked. For more information, refer
to the section “Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is
always editable and specific for each user. For more
information, refer to the section “Filtering Principles” earlier in
this chapter.
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Item Description
Description Freetext description of the node (optional).
Segregation 1D Freetext segregation ID of the node. This ID is used to

segregate the data in a datasource. The segregated datasource
should therefore have a field containing these segregation IDs.
The definition of which hierarchy is used to filter which
datasource, and which datasource field is used as the
segregation field, is done in the Datasources page.

Parent nodes Read-only comma-separated list of parent nodes of the node.

Sub-nodes Read-only comma-separated list of sub-nodes of the node.

Node users section

The Node users section appears if the user clicks the Edit icon when the
Nodes page is open. It allows an administrator to define the access rights for
users to data by selecting a visibility level in the Set visibility field, and a user
in the to user field.

The visibilities are as follows:

« Node: gives access to data directly linked to the node.

= Sub-nodes: gives access to data related to sub-nodes of the node. This is
recursive: data related to sub-sub-nodes is also accessible.

< Node and sub-nodes: gives both the Node and the Sub-nodes access.

= Everything: Root-node specific visibility that gives access to all data.

For information on how to create hierarchies and nodes, attach nodes to other
nodes, browse existing nodes and assign user access to hodes, see the section
“Data Hierarchies” in Chapter 4.

Upload Page

The Upload page makes it possible to upload the nodes of a hierarchy from
an external source such as a file or a database extraction. The page displays
the validity of the upload options. If the upload options are valid, the page
contains an Upload now button. Clicking on this button loads the nodes of
the hierarchy according to the upload options.

After the load, the success or failure of the upload operation appears below
the Upload now button. If the load is successful, the upload result can be
verified in the Nodes tab before saving the changes. If the load fails, the
nodes will not change.

Figure 2.19—Upload page

Upload hierarchy

Upload apti

aliditys  ®upload options are valid

®upload was successful: Success: 9 nodes uploaded
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For information on how to create hierarchies and nodes, attach nodes to other
nodes, browse existing nodes and assign user access to hodes, see the section
“Data Hierarchies” in Chapter 4.

Default Settings Page

The Default settings page allows an administrator to define default settings:

= A default setting is a setting that applies to all users unless explicitly
configured otherwise.

= A default setting can be replaced with a different value by an
administrator, by defining a user setting, if permitted by the administrator.

= A default setting can be replaced by the user himself with a personal
setting, if permitted by the administrator.
Figure 2.20—Default settings page

Default settings

Marne: |Default reviewing period
Tags:
My tags:

Crescription:

Setting: | Default analysiz range w | Y
Range start interval: -Smo
Range duration interval: &rmo

Take personal settings into account

[ Submit thiz page ]

Authar: Killian O'Brien
Created at: 2007-11-27 15:44:54
Maodified at: 2008-07-28 16:40:21

The interface items on this page are as follows:

Item Description
Name Name of the default setting.
Tags Freetext used to categorize the defined element. The tag is

defined simultaneously with the configuration item and saved
when the Save button is clicked. For more information, refer
to the section “Filtering Principles” earlier in this chapter.

©2009 MasterCard
MasterCard Expert Monitoring System User Guide « March 2009 2-19



MasterCard Expert Monitoring System Interface
Administration of MasterCard Expert Monitoring System

Item

Description

My tags

Freetext used to categorize the defined element. The tag is
always editable and specific for each user. For more
information, refer to the section “Filtering Principles” earlier in
this chapter.

Description

Description of the default setting (optional).

Setting

Title of a field set. If this option is selected, the fields of the
field set are enabled.

Type of setting

Part of the “Setting” field set. Type of setting defined by this
setting.

Miscellaneous

Depending on the selected setting type, additional fields are
available.

Take personal settings

into account

If this option is selected, it allows the user to replace the
setting by a personal setting. If a User setting overrides the
default setting, it also overrides this option for the given user.

NOTE

If a default setting is overridden by a user setting, the user setting is active.

Password Authenticator Page

The Password authenticator page allows an administrator to configure the
password authenticator.

The password authenticator settings are taken into account when a user
changes his password and when the administrator resets a user password.

Figure 2.21—Password authenticator page

Maximum passuor d age:

Password history lengtht

Miniraurm passuon d length:

Submit this page

Password authenticator

Maxirmumn number of failed logins:

[password must contain at least one lower case latter
[Jrassword must contain at least one upper case letter

[ password must contain at least one digi

[Jpassward must contain at least ane special character

The interface items on this page are as follows:
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Item

Description

Maximum
password age

The maximum time allowed to elapse before a user must change his
password. This setting forces the user to change his password after
the indicated time interval has elapsed. The time interval is measured
from the last time the password was changed.

Maximum number
of failed logins

If a user tries to log in using the wrong password, more than the
indicated number of times, his account is revoked and can only be
reactivated by an administrator.

Password history
length

When changing a password, the new password must be different
from a previous one. This number indicates how many different
passwords are required. If the administrator enters zero, the system
will ignore this check.

Minimum password
length

Minimum number of characters permitted in a password.

Password must
contain at least one
lower case letter

If this option is selected, a password must contain at least one lower
case letter.

Password must
contain at least one
upper case letter

If this option is selected, a password must contain at least one upper
case letter.

Password must
contain at least one
digit

If this option is selected, a password must contain at least one digit.

Password must
contain at least one
special character

If this option is selected, a password must contain at least one special
character (such as comma, parenthesis, etc.).

Roles Page

A role is a set of rights that can be attributed to one or more users.

The Roles page allows an administrator to define roles. It contains a sub-page
(Rights) to define the rights associated with each role.
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Figure 2.22—Roles page

Roles

Marme:

IAdministratnr

Tags: I

My tags: Il

Subrmit tags

Crascription:

Created at:

Author: Killian O'Brien
Mo creation tirne

Modified at: 2006-11-06 10:42:53

The interface items on this page are as follows:

Item Description

Name Name of the role.

Tags Freetext used to categorize the defined element. The tag is
defined simultaneously with the configuration item and
saved when the Save button is clicked. For more
information, refer to the section “Filtering Principles” earlier
in this chapter.

My tags Freetext used to categorize the defined element. The tag is
always editable and specific for each user. For more
information, refer to the section “Filtering Principles” earlier
in this chapter.

Description Description of the role (optional).

Rights Page

A right is a specific authorization or permission for a user to perform a certain
action in the system, such as viewing or editing a certain page. The existing
rights are described in the table on the Rights sub-page of the Roles page.
The Rights sub-page of the Roles page allows an administrator to grant or
deny these rights to a role.
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Figure 2.23—Grant rights page

Grant rights

List of rights (41 rows, page 1 of 1)

Edit job datasource

D basic options

Edit job datasource

12 Edit job exports

Job definition

Jab definition

Right to edit the Job datasource
basic options page
Right to edit the Job datasource

11 o Jab definition L
source description source description page

12 Edit job datasource Job definition Right to edit the Job datasource
storage storage page

Right to edit the Job exports page

kT LR A AT LR A o -
Rowr Right CDromain Description Granted Action
1 Accass o all jobs General Right to access all jobs, even the v
non granted ones
Access to tuning Genaral Right to access all tuning
parameters parameters
3 Batch process Job camtral Right to run the job in batch rmode
4 Delete job General Right to delete a Job
5 Edit administration Administration Right to edit the Administration v
pages
6 Edit configuration Configuration Right to edit the Cenfiguration v
pages
7 Edit job Job definition Right to edit the Job definitian v
pages
# Edit job access profiles  Job definition Ritglii & el dhe Julb aemss FEreiies
pages
9 Edit job basic aptions Job definition E;gghetsto edit the Job basic options

14 Edit job filtars Job definition  Right to edit the Jab filkers page

Right to edit the Job granted uszers
pages

15 Edit job granted users  Job definition

The interface items on this page are as follows:

Iltem Description

Row Number of the row.

Right Name of the right displayed in the row.

Domain Area of the application to which the right allows access.
Description Description of the right.

Granted Indicates if the role grants the right or not.

Action The user can toggle the status of the right for the role.

Display Formats Page

A display format is the format in which data must be displayed, such as in
the Show records page. Each user can select a different display format by
configuring the “Format of displayed data” personal setting (if permitted by
the administrator). The Display formats page allows an administrator to
define display formats.
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Figure 2.24—Display formats page

Display formats

Marme:
Tags:
My tags:

Description:

Exarnple: 12,35%

standard format

Integer number pattern: |#0

Example: 123456759

Decirmal number pattern: |#0.00

Exarmple: 123456759.12

Percentage pattern: (#0.00%

Date pattern: [ddi MMM vy hbimm

Time zone: | Central European Time (Europe/Pariz) L

Exarmple: 0%/Sep/02 10:16

Authar: Killian ©'Brien
Created at: 2006-06-02 15:57:22
Modified at: 2008-01-31 16:07:24

The interface items on this page are as follows:

Iltem Description

Name Display format name.

Tags Freetext used to categorize the defined element. The tag is defined
simultaneously with the configuration item and saved when the
Save button is clicked. For more information, refer to the section
“Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is always
editable and specific for each user. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

Description Freetext description of the display format (optional).

Integer number
pattern

Title of a field set. Number format pattern to use when displaying
integer numbers.

Example

Part of the “Integer number pattern” field set. Shows the number
123456789 displayed using the submitted integer number pattern.

Decimal number
pattern

Title of a field set. Number format pattern to use when displaying
decimal numbers.

Example

Part of the “Decimal number pattern” field set. Shows the number
123456789.123456789 displayed using the submitted decimal
number pattern.

Percentage pattern

Title of a field set. Number format pattern to use when displaying
percentages.
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Item Description

Example Part of the “Percentage pattern” field set. Shows the number
0.123456789 displayed using the submitted percentage number
pattern.

Date pattern Title of a field set. Date format pattern to use when displaying dates
and times.

Time zone Title of a field sub-set. Time zone in which to display the dates and

times. Internally, times are kept in absolute terms (same point in
time, wherever on Earth). The server time zone is used when
importing dates, but users living in a different time zone could access
the server and want to see the time displayed in their own time zone.

Example Part of the “Time zone” field sub-set. Shows the current time using
the submitted date format and time zone.

Number Patterns

A number pattern contains a positive and negative sub-pattern, for example,
“###0.00;(#,##0.00)”. Each sub-pattern has a prefix, numeric part, and suffix.
The negative sub-pattern is optional. If absent, the positive sub-pattern
prefixed with the localized minus sign (usually '-") is used as the negative sub-
pattern. That is, “0.00” alone is equivalent to “0.00;-0.00".

If there is an explicit negative sub-pattern, it serves only to specify the
negative prefix and suffix. The number of digits, minimal digits, and other
characteristics are all the same as the positive pattern. That means that

“# ##0.0#;(#)” produces precisely the same behavior as “#,##0.0#;(#,##0.04)”.

The grouping separator is commonly used for thousands, but in some
countries it separates ten-thousands. The grouping size is a constant number
of digits between the grouping characters, such as 3 for 100,000,000 or 4 for
1,0000,0000. If you supply a pattern with multiple grouping characters, the
interval between the last one and the end of the integer is the one that is
used. SO “# #i Hith HHHHE == “HEHHHH SR == “HHE I

Decimal number formats use half-even rounding for formatting.
Table 2.3 shows the tokens that can be part of the format:

Table 2.3—Number patterns

Symbol Location Meaning

0 Number Digit.

# Number Digit, zero shows as absent.
Number Decimal separator.

- Number Minus sign.

, Number Grouping separator.
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Symbol Location Meaning

E Number Separates mantissa and
exponent in scientific
notation. Doesn't have to be
quoted in prefix or suffix.

; Sub-pattern boundary Separates positive and
negative sub-patterns.

% Prefix or suffix Multiply by 100 and show as
percentage.

' Prefix or suffix Used to quote special

characters in a prefix or
suffix, for example, “ " # ' #
“ formats 123 to “#123". To
create a single quote itself,
use two in a row: “#
o"clock”.

Scientific Notation

Numbers in scientific notation are expressed as the product of a mantissa and
a power of ten, for example, 1234 can be expressed as 1.234 x 10"3. The
mantissa is often in the range 1.0 <= x <10.0, but it doesn't need to be. The
decimal number format can be instructed to use scientific notation. The
exponent character immediately followed by one or more digit characters
indicates scientific notation. Example: “0.###EQ” formats the number 1234 as
“1.234E3".

The number of digit characters after the exponent character gives the
minimum exponent digit count. There is no maximum. Negative exponents
are formatted using the localized minus sign, not the prefix and suffix from
the pattern. This allows patterns such as “0.###E0 m/s”.

The minimum and maximum number of integer digits are interpreted
together:

If the maximum number of integer digits is greater than their minimum
number and greater than 1, it forces the exponent to be a multiple of the
maximum number of integer digits, and the minimum number of integer
digits to be interpreted as 1. The most common use of this is to generate
engineering notation, in which the exponent is a multiple of three, e.g.,
“#HO.#HHHHEQ”. Using this pattern, the number 12345 formats to “12.345E3”,
and 123456 formats to “123.456E3”. Otherwise, the minimum number of
integer digits is achieved by adjusting the exponent. Example: 0.00123
formatted with “00.###EQ” yields “12.3E-4".

The number of significant digits in the mantissa is the sum of the minimum
integer and maximum fraction digits, and is unaffected by the maximum
integer digits. For example, 12345 formatted with “##0.##EQ” is “12.3E3”. To
show all digits, set the significant digits count to zero. The number of
significant digits does not affect parsing.
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Exponential patterns may not contain grouping separators.

Date and Time Patterns

Date and time formats are specified by date and time pattern strings. Within
date and time pattern strings, unquoted letters from 'A' to 'Z' and from 'a’' to
'z' are interpreted as pattern letters representing the components of a date or
time string. Text can be quoted using single quotes (') to avoid interpretation.
“" represents a single quote. All other characters are not interpreted; they're
simply copied into the output string during formatting or matched against the
input string during parsing.

The following pattern letters are defined (all other characters from 'A' to 'Z'
and from 'a’' to 'z' are reserved):

Table 2.4—Date and Time patterns

Letter  Date or Time Component Presentation Examples

G Era designator Text AD.

y Year Year 1996; 96.

M Month in year Month July; Jul; 07.

w Week in year Number 27.

w Week in month Number 2.

D Day in year Number 189.

d Day in month Number 10.

F Day of week in month Number 2.

E Day in week Text Tuesday, Tue.

a Am/pm marker Text PM.

H Hour in day (0-23) Number 0.

k Hour in day (1-24) Number 24,

K Hour in am/pm (0-11) Number 0.

h Hour in am/pm (1-12) Number 12.

m Minute in hour Number 30.

S Second in minute Number 55.

S Millisecond Number 978.

z Time zone General time zone Pacific Standard
Time; PST;
GMT-08:00.

z Time zone RFC 822 time zone  -0800.
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Pattern letters are usually repeated, as their number determines the exact
presentation:

= Text: If the number of pattern letters is 4 or more, the full form is used;
otherwise a short or abbreviated form is used if available.

< Number: The number of pattern letters is the minimum number of digits,
and shorter numbers are zero-padded to this amount.

= Year: If the number of pattern letters is 2, the year is truncated to 2 digits;
otherwise it is interpreted as a number.

= Month: If the number of pattern letters is 3 or more, the month is
interpreted as text; otherwise, it is interpreted as a number.

= General time zone: Time zones are interpreted as text if they have names.
For time zones representing a GMT offset value, the following syntax is
used:

GMTOffsetTimeZone:
GMT Sign Hours : Minutes
Sign: one of

+ -

Hours:

Digit

Digit Digit

Minutes:

Digit Digit

Digit: one of
0123456789

Hours must be between 0 and 23, and Minutes must be between 00 and 59.
The format is locale independent and digits must be taken from the Basic
Latin block of the Unicode standard.

RFC 822 time zone: The RFC 822 4-digit time zone format is used:
RFC822TimeZone:

Sign TwoDigitHours Minutes

TwoDigitHours:

Digit Digit

TwoDigitHours must be between 00 and 23. Other definitions are as for
general time zones.

Examples

The following examples show how date and time patterns are interpreted in
the U.S. region. The given date and time are 2001-07-04 12:08:56 local time
in the U.S. Pacific Time zone.
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Table 2.5—Date and Time pattern examples

Date and Time Pattern Result

yyyy.MM.dd G 'at' HH:mm:ss z 2001.07.04 AD at 12:08:56 PDT
EEE, MMM d, "yy Wed, Jul 4, '01

h:mm a 12:08 PM

hh 'o"clock’ a, zzzz

12 o'clock PM, Pacific Daylight Time

Kimm a, z

0:08 PM, PDT

yyyyy.MMMMM.dd GGG hh:mm aaa

02001.July.04 AD 12:08 PM

EEE, d MMM yyyy HH:mm:ss Z

Wed, 4 Jul 2001 12:08:56 -0700

yyMMddHHmMmssZ

010704120856-0700

yyyy-MM-dd'T'HH:mm:ss.SSSZ

2001-07-04T12:08:56.235-0700

Session Control Page

A session is an existing connection between a logged in user and the
application. By inspecting sessions, it is possible to know who is accessing
what part of the application, and disable potential system threats. The Session
control page allows an administrator to control all sessions that are currently

active.

Figure 2.25—Session control page

Session control

Row

2 Chris

List of Session control (2 rows, page 1 of 1)

1 Killian O'Brien

AhTHr AkTe AkTe AhTHr S L
User Started at Last used at Last requested document Action
08/Sepf08 10:16  08/Sep/08 10:35  fAdministration-SessionControl
Martison  08/5ep/08 10:32 08/Sep/f08 10:34 fAdministration-SessionContral | x

The interface items on this page are as follows:

Item

Description

Row

Number of the row.

User

Name of the user connected in the session.

Started at

Time at which the user initiated the session.

Last used at

Time at which the user last used the session.

Last requested
document

Document that was requested last time the session was used.

Action

When editing, the user can close the session, forcing the session to
be authenticated again, or disable the account.
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Downloads Page

The Downloads page contains buttons to downloadable files that must be
attached to support requests. For the support team to understand what the
problem is, these files are very helpful. Therefore, to gain time when

requesting support, consider attaching the environment and log files to your
request.

Figure 2.26—Downloads page

Downloads

| Download configuration environrment I

Download trace lags I

The interface items on this page are as follows:

Item Description
Download This allows the support team to understand your configuration and
configuration job definition.

environment

Download trace logs This allows the support team to analyze why a problem occurred.

It contains low-level messages like database queries and program
execution logs.

Configuration of MasterCard Expert Monitoring System

The Configuration page provides access to pages which allow the
administrator to define elements that can be used in jobs. The Navigation
tree contains links to each of these pages.

The Configuration page can only be viewed by users that have the “View
configuration” permission defined for their assigned roles, and can only be
modified by users that have the “Edit configuration” permission defined for
their assigned roles.
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Figure 2.27—Main Configuration page

Select a database connection

Configuration b 4
List of Database connections (1 rows, page 1of 1)
mDatabase connections
Databasze extractions E N A
Fixed length records Row Select Nanie
C5Y recards 1 2 Zero Admin Oracle

File descriptions
Excel file descriptions
Socket inputs
Custom lists
Field encryptions
Steps

workflows
Contacts

e-rmail channels
Encryptions
Table profiles
Index profiles

Pararneters

Database connections Y

Zaro Admin Oracle

LI A

Description

Database Connections Page

©2009 MasterCard

The Database connections page allows the user to define database
connections. A database connection contains all the settings required to

establish a JDBC connection to a SQL database.

It can be used as the internal database connection for the job, which means

that all the job tables will be created through it.

It can also be used by a database extraction to execute queries on existing

tables, in order to import records into a datasource.

It can be used by the Export module to execute inserts that will fill a target

table.
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Figure 2.28—Database connections page

Database connections

Marne: IOracIe =3

Tags: I

My tags: I

Description:

User: IEMS

W~ Has password

Paszsward: I******|

Driver: I COracle Driver ;I Y
URL: debc:oracle:thin:@EMS_DB_SERVER:1521:EMS
Uy Expiration interval: Ij_h—
Walidity: 'QConnection is walid

Submit this page |
Author: Killian &'Brien
Created at: 2008-02-07 10:33:38
Modified at: 2008-07-28 15:01:12

The interface items on this page are as follows:

Item Description
Name User defined name for the database connection.
Tags Freetext used to categorize the defined element. The tag is defined

simultaneously with the configuration item and saved when the
Save button is clicked. For more information, refer to the section
“Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is always
editable and specific for each user. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

Description Freetext description of the database connection (optional).
User Valid user name for connection to the target database.
Has password Title of a field set. If this option is selected, the fields of the field

set are enabled.

Password Part of the “Has password” field set. Valid password for connection
to the target database.
If this option is selected and no password is entered in the field,
the previously defined password will remain valid.
If this option is selected and a new password is entered in the field,
the password will be updated.
If it is not selected no password will be set.

Driver JDBC Driver used for connection to the target database.
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Item

Description

URL

For a new database connection, the driver fills in a template
specifying all necessary parameters for the database connection.
The technician has to fill in all database installation specific
information.

Expiration interval for
unused connections

Time after which an unused connection to the database will be
terminated.

Validity

Indicates whether or not the connection to the database is valid.

Database Extractions Page

The Database extractions page allows the user to define database
extractions. A database extraction contains a SQL select statement that defines
the specific fields and records that must be imported from an existing
database into a datasource. The data can be loaded either during the batch
processing of a Job, or when the user clicks the Load now button on the
Database maintenance page.

Figure 2.29—Database extractions page

Database extractions

Mame: |BlackList

Tags: I

My tags: I

Cescription:

List of known fraudsters

Databaze connecdtion: IOracIe i) ;I Y

Selact:

FirstName, LastMNamwe, ZipCode, Country

Fram: IBIackList

Wwhera!

Group by I

Walidity: ®)Extraction is valid

The interface items on this page are as follows:

Iltem Description
Name User defined name for the database extraction.
Tags Freetext used to categorize the defined element. The tag is defined

simultaneously with the configuration item and saved when the
Save button is clicked. For more information, refer to the section
“Filtering Principles” earlier in this chapter.
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Item Description

My tags Freetext used to categorize the defined element. The tag is always
editable and specific for each user. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

Description Freetext description of the database extraction (optional).

Database connection Database connections are defined in the Database connections
page of the Configuration page. Select the database connection of
the database from which data will be extracted.

Select “Select” clause of the SQL statement.

From “From” clause of the SQL statement.

Where “Where” clause of the SQL statement.

Group by “Group by” clause of the SQL statement.
Validity Indicates whether or not the extraction is valid.
Fields Page

The Fields sub-page of the Database extractions page allows the user to
define field names for the database extraction and to map existing columns
in the database (which have been defined in the select statement) to these
fields.

Figure 2.30—Fields page
Fields

HEmmaE COUNTRY
Tags:
My tags:

Cescription:

Column name: COUMTRY

Has description file

Description file: -- Select a description file -- | '

I:l Decypt field on immport

Field encryption:

[ subrit this page |

Author: Killiam O'Brien
Created at: 20056-10-31 095525
Modified at: 2006-10-31 10:13:32

The interface items on this page are as follows:
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Item

Description

Name

User defined name for the field, which is by default equal
to the database column name.

Tags

Freetext used to categorize the defined element. The tag
is defined simultaneously with the configuration item and
saved when the Save button is clicked. For more
information, refer to the section “Filtering Principles”
earlier in this chapter.

My tags

Freetext used to categorize the defined element. The tag
is always editable and specific for each user. For more
information, refer to the section “Filtering Principles”
earlier in this chapter.

Description

Freetext description of the field.

Column name

Original database column name. This field is not editable.

Has description file

Title of a field set. If this option is selected, the fields of
the field set are enabled.

Description file

Part of the “Has Description file” field set. If this option is
selected, it allows the user to associate a description file
with the database extraction field. When the analyst is in
the Job Analysis page and rolls the mouse over one of the
codes, after a few seconds the description of the code is
displayed in a tool tip. Description files are user-defined
and are located in the description file folder. The location
of the description file folder is defined within the

'Description files directory' parameter, in the Parameters

page.

Decrypt field on import

Title of a field set. If this option is selected, the fields of
the field set are enabled.

Field encryption

Part of the “Decrypt field on import” field set. The user
may select a Field encryption that will be used to decrypt
the field content.

Fixed Length Records Page

The Fixed length records page allows the user to define fixed length records.

A fixed length record is a record composed of fixed length fields. This record
description is used during data import to convert bytes into record fields that
can be saved in the internal database.

It is used by file descriptions to import records into a datasource during the
batch processing of a Job, or, at the request of the user, from the Database
maintenance page, using the Load now button.
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Figure 2.31—Fixed length records page

Fixed length records

Marne: IAcquiring Authorisation

Tags: I

My tags: I

Description:

Cormputed record length: 166

i1 Owerride record length

Record length: 165
Character encoding: I p1252 ;l Y
Test recard: I4DD693 1111110010257 001 17 €011 777777777
Submit this page I
Author: Killian O'Brien
Created at: 2006-06-08 14:36:24
Maodified at: 2007-01-11 09:12:59

The interface items on this page are as follows:

Item Description
Name User defined name for the fixed length record.
Tags Freetext used to categorize the defined element. The tag is

defined simultaneously with the configuration item and saved
when the Save button is clicked. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is
always editable and specific for each user. For more information,
refer to the section “Filtering Principles” earlier in this chapter.

Description Freetext description of the fixed length record (optional).

Computed record Actual length of the record, automatically calculated by

length MasterCard Expert Monitoring System, based on the fields
defined.

Override record length Title of a field set. If this option is selected, the fields of the field
set are enabled.

Record length Part of the “Override record length” field set. The users can enter
the record length manually. In this case MasterCard Expert
Monitoring System will check that the manually entered record
length is greater or equal to the computed record length, and
will raise a warning message during the validation if otherwise.
It can be used to skip end of line characters at the end of every
record.
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Item

Description

Character encoding

Select one of the available character set that will be used to map
incoming bytes to characters. The system character set is
selected by default.

Test record

Optional field to validate the record description. Enter a record
as it exists in the input files. The text is parsed according to the
actual description. If the text is too long, it will be truncated. If
the text is too short, any missing test record field is empty. Any
parsing error is displayed in the “Test record” column of the
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corresponding field.

Fields Page

The Fields sub-page of the Fixed length records page allows the user to
define fixed length fields. A fixed length field describes the format of a field
that can be extracted from bytes.

Figure 2.32—Fields page

Fields
Marme: fcc
Tags:
My tags:
Crezcription:
Start offset: 35
Field type: Characker %
Forrnat: 4

Has description fila

Description file: -- Gelect & description file -- % | '

D Decrypt field on import

Field encryption:

End offset: 39

Test racord: &011

[ Subrnit this page ]

Authar Killian O'Brien
Created at: 2006&6-056-08 14:37:132
Modified at: 2007-11-27 15:18:55

The interface items on this page are as follows:
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Item Description

Name User defined name of the field. It is recommended to use different
names for fields in the same record.

Tags Freetext used to categorize the defined element. The tag is defined
simultaneously with the configuration item and saved when the
Save button is clicked. For more information, refer to the section
“Filtering Principles” earlier in this chapter.

My tags Freetext used to categorize the defined element. The tag is always
editable and specific for each user. For more information, refer to
the section “Filtering Principles” earlier in this chapter.

Description Freetext description of the field (optional).

Start offset

Position at which the field starts in the record.

Field type

The type of field (Character, Date Time, Decimal or Integer). The
types Integer and Decimal should only be specified for fields on
which calculations will be made (for example volume or average of
amou