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Provide a description of the system that addresses the following elements: 
The response must be written in plain language and be as comprehensive as necessary to describe the system. 

Whether it is a general support system, major application, or other type of system

System location

Commerce (DOC or “the Department”) headquarters, the Herbert C. Hoover Building

Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

“G to G Intranet web Portal”
“ ”

The way the system operates to achieve the purpose(s) identified in Section 4
’s

(“matters”) in which the Department is involved
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OGC’s implementation of the LDMS will provide case file management for OGC, including
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(e) How information in the system is retrieved by the user

The tool’s advanced

(f) How information is transmitted to and from the system

TABLE 1 – DATA INPUT METHODS 
MMethod  DDescription  

Browse file and upload 
The standard method by which files are uploaded. Users open a “search” window, navigate to and 
select (a) specific file(s) for upload into the LDMS and choose “Upload.” This is also known as the 
“import dialog box”.  

Copy and Paste 
Allows users to use the standard copy and paste functionality to copy files from a share drive or 
desktop into the LDMS.  

Drag and Drop 
Allows users to “grab” a file from a share drive or desktop, by clicking the file and then “dragging” 
and “dropping” the file into a specific file or dialog box generated by the LDMS.  

Snapshot (virtual 
printer) 

Allows users to virtually “print” any document, webpage or screenshot from any application (within 
DOC networks) and save it directly into the LDMS. Physical printing is disabled. 

Microsoft Office 
Integration 

Microsoft Office Integration will be configured for all users with the help of which they will be able 
to save any files from Office Suite (Word, Excel, Outlook, etc.) directly into LDMS. There will be an 
option for LDMS within the Ribbon for all office suite products available for saving/uploading 
documents directly into LDMS.  

“import” dialog box, where users select a series of files for ingest.
the “drag and drop” 

the “cut and paste” feature in a similar fashion. “drag and drop” 
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functionality for folders, retaining folder structure, DOC’s implementation using the web 

virtual “printing” o

–

“retrieve” that document, then make it available, in accordance

 
combination of fields “Case Type” and “Date” could 

Any information sharing conducted by the system

can be downloaded to a user’s local desktop and shared via secure 
mechanisms (email

The specific programmatic authorities (statutes or Executive Orders) for collecting,

maintaining, using, and disseminating the information
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(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system

(Check all that apply.)

(Check all that apply.)

Driver’s License
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6 authorizes the Department’s Office of Ge
Counsel authority to “render all legal services necessary to enable the Secretary and the heads of operating units 
in the Department to discharge their respective duties”….and… “exercise direct or technical supervision over the 

advice and legal representation to the Department.” Included in these duties is the need to 

Mother’s Maiden Name

6 authorizes the Department’s Office of General 
Counsel authority to “render all legal services necessary to enable the Secretary and the heads of operating units 

ies”….and… “exercise direct or technical supervision over the 
provision of all legal advice and legal representation to the Department.” Included in these duties is the need to 
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(Check all that apply.)

The LDMS stores and manages documents which may include PII collected directly from individuals to whom the information
pertains at the original point of collection or creation of a document. The system itself does not directly request or collect PII 
from individuals.

The LDMS stores and manages documents which may include PII collected directly from Government sources at the original
point of collection or creation of a document. The system itself does not directly request or collect PII.

The LDMS stores and manages documents which may include PII collected directly from Non-government sources at the
original point of collection or creation of a document. The system itself does not directly request or collect PII.
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*Some information derived from original sources and included in the system may be subject to the Paperwork
Reduction Act at the original point of collection.

(Check all that apply.)

(Check all that 
apply.)

(Check all that apply.)
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OGC’s

the bureau’s/operating unit’s

There are several risks to personal privacy posed by DOC’s use of the LDMS:

There is a risk of inappropriate use and protection of information in the LDMS:
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There is a risk that the aggregation and “connection” of multiple documents using metadata, 
as well as the enhanced search capabilities of the system will create new information about 
individuals:

purposes of case and document management poses little risk to individual’s privacy.

There is a risk that the system may collect or process unnecessary PII: 

(Check all that apply.)

State, local, tribal gov’t agencies

downloaded to a user’s local desktop and shared via secure mechanisms (email) outside the LDMS system.
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in the system’s PIA.

(Check 
all that apply.)

To request access to OGC’s Document Management System, user/s will have to contact their 

contractor’s

TABLE 2 – LDMS USER ROLES 
RRole  DDescription  

Full Admin 
(Administrators – 
Windows Users) 

Includes three (3) system administrators who will have full rights of all the LDMS components and can 
perform administrative actions that are generally reserved for privileged users, such as creating 
accounts or granting access or permissions to various users. 

Administrative accounts are managed by a combination of on-site vendor/contract support and 
representatives from DOC OGC. Access requests are submitted to identify POCs within DOC OGC and 
routed for approval by DOC OGC administrators. 

A vendor’s support helpline number and Email will be provided to all end users. The end users can 
contact the support team with the description of the error/issue and priority.  

Super Users (Each 
Office will have a 
Super User/s) 

Includes one Super User for each office which will perform some basic administrative features like 
adding/removing features, unchecking checked documents, retrieving deleted documents from recycle 
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bin, etc. Super Users can connect directly with Full Admin (System Administrators) or the Support 
Vendor team to escalate any issues or errors. 

Internal (to OS) OGC 
Users  

Includes internal (to the Office of Secretary network) DOC OGC employee users. Users are 
authenticated using existing internal network authentication methods. 

User accounts are created, and users are assigned to a group with specific permissions and access by 
system administrator(s). 

External (to OS) OGC 
Users  

Includes external (to the Office of Secretary network) DOC OGC employee users. Users access the LDMS 
from outside the OS network via DMZ with restricted access (IP authentication).  

User accounts are created, and users are assigned to a group with specific permissions and access by 
system administrator(s). 

configured at a granular level (per user) or per
group depending on a specific user’s needs.

(Check all that apply.)
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DOC’s publication of this Privacy Impact Assessment also 
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(Check all that 
apply.)

(Rules of Behavior specific to 
LDMS outlines confidentiality requirements as a pre-requisite for system access and use).

for a discussion of the system’s auditing capabilities.

*Note: The system is a child subsystem / Major Application on the OS-064 system. An SSP addendum was
completed for OS-064 for the LDMS.

(Include data encryption in transit and/or at rest, if applicable). 
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(A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency fr

to the individual.”

(list all that apply)

–

–

–
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(Check all that apply.)

(Check all that apply.)

(The PII 
Confidentiality Impact Level is not the same as the Federal Information Processing 
Standards (FIPS) 199 security impact category.) 

–

–

–

(Check all that apply.)
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litigation involving the Department, or individuals’ rights, 

the information’s existence in the 

, limited access outside the Department’s 
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There is a risk that individuals may be unaware that their information is maintained or 
processed within the LDMS, or that they may have limited opportunities to consent to the 
collection and use of their information in the system

make decisions about an individual’s rights, benefits, or privileges. Users are provided 

There is a risk that the system may collect or maintain unnecessary PII or BII, or more 
information than is necessary for executing DOC OGC’s ELI mission:
appear in documents related to execution of OGC’s ELI mission, and as such, will vary from 

Information may be hidden by the document “owner” or user responsible for uploading the 
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